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Scope

This document is part of the Integrated Management System (IMS) for ARO and is consistent with the
standards listed below and describes the Learning from Security Incidents Policy adopted by ARO.

e |SO 27001:2022 — Information Security Management Systems
o 1S0O 27017:2015 — Code of Practice for Cloud Services
o 1SO 27018:2020 - Code of Practice of Personally Identifiable Information (PII)
e |SO 9001:2015 — Quality Management System
e DSPT (Data Security and Protection Toolkit) for the NHS.
e  Cyber Essentials Plus

This policy applies to all employees, contractors, and any third-party entities with access to ARQ's systems,
networks, and data.

Policy

ARO will attempt to legislate for all exceptional circumstances by devising procedures to deal with all
foreseeable incidents. These will cover accidental and malicious actions, systems and service failures and
will be designed to allow rapid recovery and limit the extent of damage. They will recognise that only
certain employees should be involved, and that actions and related evidence need to be recorded.

All Security Incidents will be recorded and be comprehensively investigated in line with the relevant
policies and procedures. Corrective and preventive actions will be taken as necessary, and all incidents
will be analysed to enable ARO to learn from what has happened to prevent any future occurrence.

We will establish incident databases (for instance; Autotask / BOLT / Non-Conformance Register) to record
and progress remedial action for all security incidents and perceived risks. The database will be structured
to allow ready analysis of problem areas. Sufficient detail will be captured to allow for appropriate actions
to be devised. All employees we deem to be involved with information will be empowered and trained in
how to post incident reports, either directly or indirectly.
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